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Appeals policy
Whenever learners are assessed they should be given clear guidance on the assessment method. You are provided with assessment guidance during the induction and you will also find it on the portfolios. 
If you are dissatisfied with your qualification outcome, you have the right to appeal and request a re-mark. It is the policy of Get Wise Enterprise CIC to allow learners to appeal against any results decision or if they feel the assessment procedures were not conducted properly.  
Learners, should in the first instance appeal through Get Wise Enterprise CIC to Sally Kirkland at getwisetoyour@outlook.com or by phone on 07770 771122. Your appeal should be submitted in writing (email or recorded delivery). You should provide a clear explanation for the basis of your appeal. Please also include your name, address, email, course title. When your appeal has been received, Get Wise Enterprise CIC will acknowledge your appeal, via email or recorded delivery letter.  Your appeal should be made within five working days of receiving your certificate. Get Wise Enterprise CIC will investigate your appeal and report back to you within 28 working days.  Please note, you may be required to attend an informal meeting with the tutor and internal verifier within the 28 day time frame. You will be notified of this and you will be able to bring a relative or friend with you. You should provide the name of the person, their relationship to you and if they are legally qualified or not. You should confirm within 3 days if you are attending and bringing someone with them.
 
If you are not satisfied with the decision of Get Wise Enterprise CIC taken after your appeal, you may submit a further appeal to Aim Qualifications and Assessment Group through Get Wise Enterprise CIC no later than 14 days after receiving the outcome of your first appeal. 
 








Complaints policy
Get Wise Enterprise CIC is committed to ensuring that learners are provided with the best possible information, services and products. In order to fulfil this obligation we continually monitor performance through regular surveys and have a clear complaints and appeals procedure.

However, it is recognised that there may be occasions when service levels do not meet your expectations and you may wish to make a complaint. As the learning provider, you should contact us (Get Wise Enterprise CIC) initially with the details of your complaint. All complaints should be submitted in writing or email, providing a clear explanation of the basis of the complaint.
 
We will fully investigate the complaint and report back to you within 28 days.
 
Sally Kirkland – Quality Assurance Manager
Get Wise Enterprise CIC
680 Mansfield Road
Sherwood
Nottingham
NG5 2GE










Malpractice policy
Get Wise Enterprise CIC is a reputable and respected learning provider and will not allow any malpractice to take place either with tutors, volunteers or other learners. Malpractice is any conduct or behaviour which gives unfair advantage to a learner or disadvantages other learners.
This could be:
Plagiarism
Copying another learner’s answers
Impersonating another learner
Altering of results or certificates
Altering letters confirming attendance of course or results
 In cases of suspected malpractice, the following process will take place:
1.      Identify learner
2.      Investigate
3.    Write a report
4.    Submit report to internal verifier
 All reports of suspected malpractice will be kept on file for 3 years and will be made available to the awarding body, Aim Qualification and Assessment Group.
 
Please submit your appeal or complaint to:
Sally Kirkland – Quality Assurance Manager
Get Wise Enterprise CIC
680 Mansfield Road
Sherwood
Nottingham
NG5 2GE
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Introduction 

Who does this policy apply to? 
Staff and volunteers dealing with learners and the confidential information they may provide to Get Wise.
Delivery Partner note: 
Delivery Partners will use their own policies but should check that these at least meet the standards of Get Wise’s policies.
The Policy
· Anything that a learner chooses to share with a member of Get Wise staff or volunteer must be treated with the utmost respect.
· Staff and volunteers are not allowed to ‘keep secrets’ and anything shared with a staff member of a serious nature (including something which puts themselves /others at risk) has to be shared with other staff members. Learners should be made aware of this.
· Volunteers have a duty to report all issues of a serious nature to their Get Wise contact.
· If a learner requests information that Get Wise holds about themselves this should be arranged with the consent of your Get Wise contact to ensure it is done correctly.
· Please see the Data Protection Policy for guidance on how to keep data secure and how to manage requests for data.
Why we have this policy
This policy ensures confidential information about a learner is handled appropriately and correctly.
Learners may disclose information to Get Wise staff and volunteers as a result of the relationship they have with them and the environment that Get Wise programmes create. This policy is designed to ensure that this disclosure helps the learner wherever possible and that the level of Get Wise is maintained. This policy also covers sharing information about learners.
· Get Wise has a responsibility to both ensure that it respects the information that is shared by learners and also that it protects learners under its Safeguarding & Vulnerable Adults Policy. Information regarding the safe storage of learners’ information is in the Data Protection Policy.
Responsibility
· Line managers are responsible for addressing any safeguarding issues that may emerge with the relevant safeguarding officer.
· Illegal acts/criminality must be reported to your Get Wise contact who will then decide whether to contact the police or refer the decision to a more senior member of staff.
· Where a member of staff or volunteer breaks this policy without authorisation, the incident will be investigated.
General principles
· Staff and volunteers should be aware of where they discuss personal or confidential information about a learner. (please note all must adhere to Personal Safety and Lone Working Policy)
· All confidential information must be kept securely. See Data Protection Policy.
· Serious or sensitive information given by the learner, or received from a third party, in a confidential setting must be shared with the Get Wise contact.
· In practice, some Managers may opt to share all information with their team. However, the Manager maintains the right to share information on a “need to know” basis.
· Staff should ensure that recorded information about a learner is factual and not based on hearsay, circumstance or opinion. See Data Protection Policy.

Communicating this policy to learners
This Policy should be explained to learners as part of their induction onto a programme, including their right to view any information held about them. Where needed, the Policy should be reiterated to learners. This includes explaining the Fair Collection Notice on the Profile Form which enables us to share information with others and/or send them further information. If they have agreed to sharing information, we do not need to go back to them for further consent.
How to support a learner disclosing information of a sensitive and serious nature: (See definition below)
· Refer to the Safeguarding & Vulnerable Adults Policy. Staff or volunteers who are working with a learner in a mentoring relationship must receive training on Safeguarding so that they are aware of what steps need to be followed.
What to do about a disclosure
· Staff and volunteers are not allowed to ‘keep secrets.’ Anything shared with a staff member or volunteer of a serious nature has to be shared with their Get Wise contact.
·  In some cases, a disclosure in prison will leave you with no option but to report it immediately to the prison staff and before you leave the prison. In this scenario, you may not be able to contact your line manager in advance and will need to do so as soon as reasonably possible. See Safeguarding & Vulnerable Adults Policy for further information.
Definitions:
Information of a serious or sensitive nature that should be disclosed:
· When a learner has serious physical or psychological needs that require immediate medical attention.
· When a learner under the age of 16 or a vulnerable adult discloses serious abuse and inaction could leave them immediately in the same abusive situation.
· When other learners under the age of 16 are potentially at immediate risk of significant harm (e.g. siblings).
· When there is good reason to believe that someone else may cause significant harm to another learner.
· When there is good reason to believe that a learner may cause significant harm to themselves or others
Significant harm:
· The degree or extent of any physical/emotional harm.
· The duration and frequency of any physical/emotional harm.
· The extent to which the person may be psychologically affected.
· The extent of premeditation, degree of threat and coercion, sadism and bizarre or unusual factors ( see Safeguarding & Vulnerable Adults Policy for further information)
References:
HM Government Every Child Matters – Information Sharing: Practitioners Guide (2006)
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DATA PROTECTION POLICY
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Definitions
	CIC
	means Get Wise Enterprise CIC, a registered CIC.

	GDPR
	means the General Data Protection Regulation.

	Responsible Person
	means Michelle Walker, Director

	Register of Systems
	means a register of all systems or contexts in which     personal data is processed by the CIC.


[bookmark: _rmom9bimq30r]
1. Data protection principles
The CIC is committed to processing data in accordance with its responsibilities under the GDPR. 
Article 5 of the GDPR requires that personal data shall be:
a. processed lawfully, fairly and in a transparent manner in relation to individuals;
b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
c. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
d. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;
e. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and
f. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.”
[bookmark: _fc5gzqehz3ij]2. General provisions
a. This policy applies to all personal data processed by the CIC. 
b. The Responsible Person shall take responsibility for the CIC’s ongoing compliance with this policy. 
c. This policy shall be reviewed at least annually. 
d. The CIC shall register with the Information Commissioner’s Office as an organisation that processes personal data. 
[bookmark: _v7qymv8hp0gg]3. Lawful, fair and transparent processing 
a. To ensure its processing of data is lawful, fair and transparent, the CIC shall maintain a Register of Systems. 
b. The Register of Systems shall be reviewed at least annually. 
c. Individuals have the right to access their personal data and any such requests made to the CIC shall be dealt with in a timely manner. 
[bookmark: _oz341whevwr0]4. Lawful purposes
a. All data processed by the CIC must be done on one of the following lawful bases: consent, contract, legal obligation, vital interests, public task or legitimate interests (see ICO guidance for more information). 
b. The CIC shall note the appropriate lawful basis in the Register of Systems.
c. Where consent is relied upon as a lawful basis for processing data, evidence of opt-in  consent shall be kept with the personal data. 
d. Where communications are sent to individuals based on their consent, the option for the individual to revoke their consent should be clearly available and systems should be in place to ensure such revocation is reflected accurately in the CIC’s systems.  
[bookmark: _1iq7rjqlje2v]5. Data minimisation
a. The CIC shall ensure that personal data are adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed. 
b. [Add considerations relevant to the CIC’s particular systems]
[bookmark: _bkwsqo6gr3nc]6. Accuracy
a. The CIC shall take reasonable steps to ensure personal data is accurate. 
b. Where necessary for the lawful basis on which data is processed, steps shall be put in place to ensure that personal data is kept up to date. 
c. [Add considerations relevant to the CIC’s particular systems]
[bookmark: _893ssflhrxil]7. Archiving / removal
a. To ensure that personal data is kept for no longer than necessary, the CIC shall put in place an archiving policy for each area in which personal data is processed and review this process annually. 
b. The archiving policy shall consider what data should/must be retained, for how long, and why. 
[bookmark: _vqi3sa1963hz]8. Security
a. The CIC shall ensure that personal data is stored securely using modern software that is kept-up-to-date.  
b. Access to personal data shall be limited to personnel who need access and appropriate security should be in place to avoid unauthorised sharing of information. 
c. When personal data is deleted this should be done safely such that the data is irrecoverable. 
d. Appropriate back-up and disaster recovery solutions shall be in place. 
[bookmark: _mblk3j3c3czg]9. Breach
In the event of a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data, the CIC shall promptly assess the risk to people’s rights and freedoms and if appropriate report this breach to the ICO (more information on the ICO website). 













Document Retention 

	File Type
	Paper Files - Retention Period (in years)
	Electronic Records - Retention Period (in years)

	
	
	

	Accounting & Finance
	
	

	Purchase Ledger and payments cash book
	6, from year’s end or until 31/12/25 whichever is longer
	

	Revenue purchase invoices, petty cash records, staff expenses and procurement card receipts 
	6, from year’s end or until 31/12/25 whichever is longer
	

	Capital expenditure invoices
	10, from year’s end or until 31/12/25 whichever is longer
	

	Supplier correspondence, quotes, tender documentation
	3 years or until 31/12/25 whichever is longer
	

	Bank paying in counterfoils and bank statements
	6, from year’s end or until 31/12/25 whichever is longer
	

	Bank reconciliations
	6, from year’s end
	

	Donor correspondence and remittance advices
	6, from year’s end or until 31/12/25 whichever is longer
	

	Sales Ledger and receipts cash book
	10, from year’s end or until 31/12/25 whichever is longer
	

	Gift aid declarations/Deeds of covenant
	6, from end of tax year in which payment under the declaration was made.
	

	Legacies
	6, after the estate has been wound up
	

	Payroll records and payroll control account
	6, from year’s end or until 31/12/25 whichever is longer
	

	Income tax records, annual returns to HMRC etc
	6, from year’s end
	

	Annual Report & Accounts (signed) and Annual Review
	Permanently
	

	Investment certificates and investment ledger
	Permanently
	

	Fixed asset register
	Permanently
	

	
	
	

	Insurance 
	
	

	Policies
	3, after lapse
	

	Claims correspondence and accident reports
	3, after settlement
	

	Employer’s Liability insurance certificate
	40
	

	
	
	

	Contracts
	
	

	Contracts with public and private sector funders, delivery partners, suppliers and all other agreements or contracts
	6, from expiry or termination of contract or until 31/12/25 whichever is longer
	

	Any contract or agreement executed as a deed
	12, from expiry or termination of contract or until 31/12/25 whichever is longer
	

	Public sector claims correspondence and supporting documentation 
	6, from expiry or termination of contract or until 31/12/25 whichever is longer
	

	
	
	

	
	
	

	Health & Safety
	
	

	General policy
	6, after each amendment
	

	General register
	2, from last entry
	

	H&S meetings & committee reports
	6, as a minimum
	

	Disaster recovery plan(s)
	Until new plan is promulgated
	

	Emergency communication plans
	Until new plan is promulgated
	

	Accident Book
	3, from the date of each entry
	

	RIDDOR: Records of any reportable injury, disease and dangerous occurrence
	3, from the date of each entry
	

	Management of H&S at Work Regulations: Significant findings of any risk assessment carried out to comply with regulation 3 and any group of employees identified as being especially at risk.
	At least until a further risk assessment has taken place which renders the first one obsolete
	

	COSHH:
	
	

	Significant findings of risk assessment undertaken in accordance with regulation 6.
	At least until a further risk assessment has taken place which renders the first one obsolete – though 10 if there have been potentially dangerous exposures. 
	

	Control of Asbestos at Work Regulations:
	
	

	Record of control measures
	5 
	

	
	
	

	Information Management:
	
	

	Procedure Manuals – such as toolkits, The Handbook.
	A record of all versions of should be kept for the life of Get Wise. 
	

	Model contracts, memoranda of understanding
	A record of all versions of should be kept for the life of Get Wise
	

	Archive records
	3, or until documents destroyed
	

	Destruction records 
	3
	

	
	
	

	Human Resources
	
	

	Job applications & interview records
	6 months after notification
	

	Employment terms, conditions & contracts
	6, after employment ends or until 31/12/25 whichever is longer
	

	Personnel & training records
	6, after employment ends
	

	Annual leave cards
	Minimum of previous / last 2 years - 6 years, after employment ends
	

	Payroll and wage records
	6 , from year’s end or until 31/12/25 whichever is longer
	

	Maternity pay records and records required to kept in accordance with the Statutory Maternity Pay Regulations
	Would be in personnel file which is kept for 6 years
	

	Sickness records for the purposes of Statutory Sick Pay
	Would be in personnel file which is kept for 6 years
	

	Complete sick absence record showing dates and reasons for sick absence
	Would be in personnel file which is kept for 6 years and also on HRIS (currently ADP)
	

	Death Benefit Nomination/Revocation Forms
	While employment continues, or 6 years after payment. 
	

	
	
	

	Intellectual Property
	
	

	Agreements & licences
	6, after expiry
	

	Assignment of trademarks
	6, after cessation of registration 
	

	Certificates of registration
	6, after cessation of registration
	

	
	
	

	Learners data
	
	

	Profile forms, Outcome Surveys, ILPs
	8, or until 31/12/25 whichever is longer
	

	Next of kin and medical forms
	For the duration of the programme and three months afterwards. If there is progression after the programme, the forms should be kept for 3 months after the progression support ends. 
	

	
	
	

	
	
	

	Awards and Enterprise financial data
	
	

	Awards files, including application and approval for funding
	5
	8, or until 31/12/25 whichever is longer

	Enterprise files including application and approval for funding
	5
	1 year

	Loan Agreements and data
	5, after the loan has been repaid/defaulted
	8, or until 31/12/25 whichever is longer

	
	
	

	Delivery Partner records 
	
	

	Contracts with delivery partners, suppliers and all other agreements or contracts
	6, from expiry or termination of contract or until 31/12/25 whichever is longer
	

	End of Programme Reports, Team Reviews
	1 year 
	

	Delivery Partner Annual Reviews
	8
	8, or until 31/12/25 whichever is longer

	
	
	

	Volunteer data
	
	

	Get Wise on Track records (see below)
	
	

	All hard copies of volunteer data e.g. application forms contained within volunteer files
	1 year post exit or within six months if volunteer is not selected at the recruitment stage.
	n/a

	
	
	n/a

	Quality 
	
	n/a

	Quality Assurance Report 
	5 years
	n/a

	Self Assessment
	5 years
	

	Complaints/ Customer Feedback 
	1 or 2 years 
	

	
	
	

	Health and Safety 
	
	n/a

	SMS reviews
	3 years
	

	Competency Checklists
	3 years
	

	
	
	n/a

	Contract files
	
	n/a

	Most of our funding agreements include audit rights for our funders that may finish years after the project has ended, for example our current ERDF contracts require documents to be held until 2025.  Programme staff must liaise with the directors to identify the records and the format of the records (for example original signed forms or scanned versions) that may be required for future audit and archive these separately from other client data with the destruction date as notified by the funder.
	Please review with the directors team what records need to be kept and for how long for audit purposes
	n/a



Volunteer Data 
	Get Wise Data
	Retention Period 

	Reference Number
	3 years

	Name
	3 years

	Volunteer Status
	3 years

	Volunteer Group
	retain indefinitely

	Current Roles
	retain indefinitely

	Country/Region
	retain indefinitely

	SubRegion
	retain indefinitely

	Home Contact details (Address/Phone/Email)
	3 years

	OrganisationName
	retain indefinitely

	Work Contact details
	3 years

	MainPTContact
	retain indefinitely

	Diversity Data
	retain indefinitely

	HeardFrom
	retain indefinitely

	MarketingMethod
	retain indefinitely

	ExitDate & Reason
	retain indefinitely

	VolunteerGeneralNotes
	3 years

	Diary

	Task type
	retain indefinitely

	Subject heading
	3 years

	Notes
	3 years

	Attachments
	3 years
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Introduction 
As an organisation using the Disclosure and Barring Service (DBS) checking service to help assess the suitability of applicants for positions of trust, Get Wise complies fully with the code of practice (See references below) regarding the correct handling, use, storage, retention and disposal of certificates and certificate information.
It also complies fully with its obligations under the Data Protection Act 1998 and other relevant legislation pertaining to the safe handling, use, storage, retention and disposal of certificate information and has a written policy on these matters, which is available to those who wish to see it on request.

Storage and access
· Certificate information will be kept securely, in lockable, non-portable, storage containers with access strictly controlled and limited to those who are entitled to see it as part of their duties.

Handling
· In accordance with section 124 of the Police Act 1997, certificate information is only passed to those who are authorised to receive it in the course of their duties.
· Get Wise maintain a record of all those to whom certificates or certificate information has been revealed and it is a criminal offence to pass this information to anyone who is not entitled to receive it.
· N.B: those organisations which are inspected by Ofsted may retain the certificate until the next inspection.
· Once the inspection has taken place the certificate will be destroyed in accordance with the code of practice.

Usage
· Certificate information is only used for the specific purpose for which it was requested and for which the applicant’s full consent has been given.

Retention
· Once a recruitment (or other relevant) decision has been made, we do not keep certificate information for any longer than is necessary. This is generally for a period of up to six months, to allow for the consideration and resolution of any disputes or complaints.
· If, in very exceptional circumstances, it is considered necessary to keep certificate information for longer than six months, we will consult the DBS about this and will give full consideration to the Data Protection and Human Rights of the individual before doing so.
· Throughout this time, the usual conditions regarding the safe storage and strictly controlled access will prevail.


Disposal
· Once the retention period has elapsed, we will ensure that any DBS certificate information is immediately destroyed by secure means, for example by shredding, pulping or burning. While awaiting destruction, certificate information will not be kept in any insecure receptacle (e.g. waste bin or confidential waste sack).
· Get Wise will not keep any photocopy or other image of the certificate or any copy or representation of the contents of a certificate. However, not withstanding the above, we may keep a record of the date of issue of a certificate, the name of the subject, the type of certificate requested, the position for which the certificate was requested, the unique reference number of the certificates and the details of the recruitment decision taken.

REFERENCES
Code of Practice:	https://www.gov.uk/government/publications/dbs-code-of-practice
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Introduction 
Get Wise is committed to ensuring the health, safety and welfare of its employees and volunteers and those affected by its activities. Get Wise will take all reasonable steps to reduce, if not eliminate, the risk of injuries or incidents occurring due to individuals suffering from the effects of alcohol or drugs. 
Who the policy applies to
This policy applies to all employees and volunteers.
Why we have this policy
This policy outlines Get Wise’s policy on alcohol and drugs and the potential disciplinary consequences of unacceptable behaviour.
Details
Get Wise prohibits the drinking of alcohol by employees, volunteers and learners in the workplace or on Get Wise business other than reasonable drinking of alcohol by those over 18 years old in connection with approved social functions. Get Wise regards drinking to an 'unreasonable level' as any of the following situations:
· In the opinion of management, the individual's performance is impaired. This may be at less than the legal limit stipulated for driving. 
· In the opinion of management, the individual's behaviour may cause embarrassment, distress, offence or harm to others or themselves.
· The individual continues to drink when instructed to stop by a manager. 

Get Wise expressly prohibits the use of any illegal drugs or any prescription drugs that have not been prescribed for the user. It is a criminal offence to be in possession of, use or distribute an illegal substance. If any such incidents take place on Get Wise premises, in Get Wise vehicles, at a Get Wise function or whilst undertaking Get Wise business, they will be regarded as serious, will be investigated by Get Wise, and may lead to disciplinary action and possible reporting to the Police.
Get Wise will take all reasonable steps to prevent employees and volunteers carrying out Get Wise-related activities if they are considered to be unfit or unsafe to undertake the activity as a result of alcohol or drug consumption. 
Breaches of the policy
No employee or volunteer shall, in connection with any Get Wise-related activity:
· report, or endeavour to report, for duty having consumed drugs or alcohol likely to render him/her unfit and/or unsafe for work; 
· consume or be under the influence of drugs or alcohol whilst on duty, unless:
· in the case of alcohol, with the agreement of line management for the purposes of official entertaining;
· in the case of drugs prescribed for the individual or over the counter drugs, they are used in accordance with  	instructions from the pharmacist or manufacturer.
· store illegal drugs or any alcohol in personal areas such as lockers and desk drawers [unless, with the agreement of line 	management, alcohol for the purposes of official entertaining]; 
· attempt to sell or give drugs to any other employee or other person on Get Wise premises, in Get Wise vehicles, at a 	Get Wise function or whilst undertaking Get Wise business. 
Responsibility to inform
Employees and volunteers must inform their line manager of any prescribed or over the counter medication that may have an effect on their ability to carry out their activities safely, and must follow any instructions subsequently given. If they are taking prescribed or over the counter drugs that cause drowsiness they should seek advice and/or instructions from their manager as it is possible that they should not be used whilst at work.
Any employee or volunteer suffering from drug or alcohol dependency should declare such dependency in confidence, and Get Wise will provide reasonable assistance and maintain confidentiality, as well as treating absences for treatment and/or rehabilitation as any other sickness absence. However, failure to accept help or continue with treatment will render the individual liable to the normal absence management procedures and consequences. 
Under Health and Safety legislation all employees have a duty to take reasonable care of their own health and safety and that of their colleagues, and to raise with their manager any health and safety issues or concerns.  Any employee or volunteer who has concerns about possible alcohol or drug abuse by a work colleague must report their concerns to their own line manager and should not knowingly hold back or cover up such concerns. 
Social functions
Although it is unreasonable to expect employees and volunteers aged 18 or over at a social function, including an office party, to remain completely sober, alcohol should be consumed in moderation and all should behave in an appropriate, mature and responsible manner. Failure to do so could result in disciplinary action, including possible summary dismissal (for an employee), or standing down (if a volunteer), if the offence is one of gross misconduct. Unacceptable behaviour that would constitute gross misconduct would include excessive drunkenness, the use of illegal drugs, unlawful or inappropriate harassment, violence, serious verbal abuse, or assault of either another employee or a third party such as a guest or a member of the waiting or bar staff.
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Part I: Policy Details

1. What does this policy cover?

We do not tolerate discrimination or harassment in any part of Get Wise Enterprise CIC’s operations. We are fully committed to promoting equal opportunities in employment.

So, this policy covers any and all aspects of our company operations, how we treat those who work for and with us and how we recruit or engage others to join that community.

This means that our policy covers, but is not limited to, the following:
a. Your pay and your employment conditions
b. Our recruitment processes
c. How we may appraise, reward, incentivise, promote, train, and commit to the continuing professional development of our workers
d. Our procedures for addressing grievances and disciplinary matters
e. How we end employment contracts and exit employees, including related matters, such as how we give references
f. How visitors, clients and suppliers and other key business contacts and stakeholders are treated

It also means that we will ensure, as far as possible:
a. full access to everyone applying for job vacancies and job opportunities with our business, and
b. that all relevant decisions are made on the basis of objective criteria.

You should familiarise yourself with this policy and all Get Wise Enterprise CIC’s other policies, including, in particular our Grievance Policy and our Harassment and Bullying Policy.

2. Who does it apply to?

All employees, apprentices, consultants, officers, contractors, interns, volunteers, job applicants, agency and casual workers.

3. It is not part of your employment contract

This policy is not part of your employment contract. We, Get Wise Enterprise CIC, may amend this policy at any time.

4. What is discrimination?

Under UK employment law, there are a number of characteristics relevant to an individual who is covered by the policy that must not unfairly be considered (if accounted for at all) in decisions relating to any aspect of their working life.

These characteristics are called ‘protected characteristics’ and they are listed immediately below:

a. Age
b. Disability
c. Gender reassignment
d. Marital or civil partnership status
e. Pregnancy or maternity
f. Race (which includes colour and ethnic/national origin)
g. Religion or belief
h. Sex
i. Sexual orientation

If employment-related decisions are made about an individual on the basis (whether wholly or partially), of any of these protected characteristics, it is almost inevitable that unlawful discrimination will have taken place.

The sorts of actions that would fall into this category of unlawful and prohibited initiatives, include (but aren’t limited to) those set out below. These actions need not be intended or directly committed by someone (indirect responsibility may be sufficient for someone to have unlawfully discriminated) and an omission or failure to do something may be just as culpable as a positive action.

We will not tolerate their practice by anyone within our business:
a. Direct discrimination... 
when someone with a protected characteristic is treated less favourably than somebody else has or would have been in identical circumstances. An example of this would be where an applicant for a job is rejected on grounds of their racial background. Further examples would be where a pregnant employee, or one with young children, is not promoted

b. Indirect discrimination... 
when a group of people with one of the protected characteristics is disadvantaged by a provision, criterion or practice that is applied to all staff (unless the treatment may be justified for a good business reason). Examples of this would be:
a. Insisting, without good reason, that all staff must work full time, (which indirectly discriminates anyone with child-care responsibilities, women in particular)
b. Requiring all staff to work onsite and refusing to consider a request to work remotely or under alternative conditions, like flexible hours to avoid commute times, which could disadvantage someone with a disability or a phobia (e.g. someone who suffers claustrophobia or panic attacks on commuting routes)
c. Refusing to provide a room for reflection and prayer, which would discriminate against individuals practising certain faiths
d. Dismissing or not employing a woman because she is pregnant or of child-bearing age

c. Harassment... 
covers hostile, humiliating, degrading, intimidating or similarly offensive treatment or conditions to which an individual with one or more protected characteristics is subjected. Any such actions deprive an individual of their dignity and violate them. We draw no distinction between actions that may be labelled as ‘joking’ and not intended to cause offence, and those that may have been more direct and premeditated in their delivery. So, for example, in line with legal definitions, reflecting general standards of decency, we will regard any of the following as falling within the definition of harassment:
a. making lewd comments and/or displaying pornographic material
b. calling someone unkind, derogatory or otherwise unwelcome names or nicknames
c. making insensitive jokes, whether about someone directly, or the content of which would be evidently offensive to anyone with a protected characteristic
d. excluding colleagues and/or making them feel that they have no option but to exclude themselves 
You should refer to our Bullying and Harassment Policy for a full run-down of the matters that we consider to be covered by this definition.

d. Victimisation 
This has a particular meaning under UK employment law and it is narrower than an ordinary dictionary definition, covering the situation only where:
a. a worker has complained of discrimination (or harassment),
b. or has supported a fellow worker in making a complaint about these concerns,
and has then suffered reprisals from others, including those responsible for that worker’s employment prospects and working conditions.

e. Other discriminatory actions that are also prohibited 
The UK’s employment law also identifies other actions that can be unlawful under the equal opportunities legislation. Examples of these include:
a. Failing to make reasonable adjustments to minimise certain disadvantages suffered by a disabled employee (or job applicant)
b. Instructing another person (or applying pressure on them) to discriminate
c. Knowingly assisting somebody else when they carry out a discriminatory act
d. Discriminating against somebody believed to have a protected characteristic, whether or not they actually do, or because they associate with a third party who does.

Part II: Our procedures and approach to this policy

1. Duties and responsibilities

Overall responsibility for the effective implementation and operation of the policy lies with Get Wise Enterprise CIC’s directors. All managers are expected to lead by example, and attain and maintain appropriate standards of behaviour within the teams they manage.

However, everyone who works in and with Get Wise Enterprise CIC is responsible for ensuring that this policy works to prevent the activities that it prohibits from taking place within our business.

Because we are a values-led business, this goes beyond the legal obligations that each one of us has, (and regardless of our job titles or how long any of us has worked for or with Get Wise Enterprise CIC).

However, you need to be aware that the breach of these legal obligations alone will mean that any individual can be found personally liable for unlawful discrimination where they have breached this policy and they will face disciplinary action by us and potentially other legal actions. This is because if you breach this policy, you may also make the Company liable for your actions, and both of us may have to pay compensation to anyone who claims against us.

We therefore expect you to take personal responsibility for adhering to this policy’s aims and commitments and for promptly and appropriately drawing any breaches of them to our attention.

We always welcome feedback on how we can best promote and ensure equal opportunities throughout Get Wise Enterprise CIC. Please let a Get Wise staff member know if you have any ideas or would like to be involved in any of our existing initiatives.

2. Recruitment, promotions and identifying candidates for other opportunities

In any selection process that we use within our business, whether we’re selecting interviewees for job opportunities, offering jobs, identifying individuals for promotion or considering other opportunities or necessities (like redundancy situations), we will apply a rigorous, objective selection process using non-discriminatory criteria, as far as possible.

We emphasise here, however, that both direct and indirect age discrimination may be justified and lawful, if the less favourable treatment, criterion or practice amounts to a proportionate means of achieving a legitimate aim.

A legitimate aim must relate to a genuine business need on our part that is not related to age discrimination itself. For example, a legitimate aim potentially justifying age discrimination might include:
· Economic factors such as business needs and efficiency;
· The health, welfare and safety of the individual concerned (including the protection of young people or older workers);
· The particular training requirements of the job.

All job adverts and opportunity announcements must be:
· Discussed with and signed off by Jennifer Brookes one of whose responsibilities is to ensure that any advert is compliant with this policy
· Located and/or circulated so as to reach as wide and diverse a pool of interested candidates as possible, and
· Worded so as to encourage, as far as possible and reasonable, applications from individuals of all characteristics to apply – or, at the very least, so as not to discourage any individuals with protected characteristics from applying.
There may be circumstances where some indication of required skills (that do discriminate) is justified and where self- deselection is inevitable, for example, where the job vacancy is for a window cleaner who works at height, wearing abseiling harnesses. The job advert might specify that interested candidates must be willing and capable of abseiling to be considered for the job.

If you are involved in interviewing and or any other part of our recruitment process, you must never ask a job applicant about their health, attendance record, or whether they have a disability before making a job offer to them (except in very limited circumstances).

You can ask someone if they have any particular needs or requirements with which you can assist if they are coming to meet you for an interview. In certain limited cases, it may also be permitted to make a job offer conditional on a successful medical examination.

During interviews or other interactions with candidates for a role, you must not ask anything that might infer a bias against any candidate with one or more protected characteristics. So, for example, asking a candidate if they are married, intend to have children (or any more children), or whether their religion permits them to work at weekends, are strictly no-go zones.

If you are ever in doubt about what can or must not say, or if you believe that a particular job vacancy needs a medical examination as part of the recruitment or onboarding process, you must check the position with a Get Wise staff member.

3. Monitoring the policy and our personnel

During any recruitment and onboarding process, we may ask questions that include some protected characteristics to help us monitor our diversity and how we are succeeding in our commitment to promote equal opportunities. Including health or disability questions in equal opportunities monitoring exercises is acceptable, but the data gathered must not be used for any employment-related decisions, such as whether to offer a role or opportunity to a particular candidate.

We may also record and analyse information about equal opportunities more generally within the workplace. We do this so that we can make sure this policy operates successfully. The data helps us to refine it, review the composition of our workforce, and to promote workplace equality.

When you join the Company, you give us consent to gather and process this data about you.

4. Handling breaches and enforcement

We take all allegations of breach and any breaches that we discover very seriously. All allegations and/or suspicions of breach will therefore be thoroughly investigated.

If you wish to complain or raise an allegation of breach (or potential breach) under the policy, you should contact a Get Wise staff member as soon as possible. If you want to take formal action, you will need to follow our grievance procedure and read our policy on harassment and bullying.

Anyone raising a concern about matters covered by this policy, who does so in good faith, will have our full support and co-operation in getting to the bottom of what has happened and any appropriate action that needs to follow on from that examination. This will be the case regardless of our conclusions and including where we determine that the allegation was mistakenly made. There will never be any reprisals against those who genuinely have, or consider that they have, valid grounds to bring concerns about discrimination to our attention.

However, complaints made in bad faith, for whatever reason (including where this is an attempt to avoid or to deflect disciplinary action), will be treated as misconduct and may lead to a dismissal for gross misconduct.

We will also take prompt disciplinary action against you if we discover that you have harassed or discriminated against anyone else in breach of this policy. If we conclude that your behaviour amounts to gross misconduct, we will be within our rights to dismiss you without notice and with no payment in lieu of that notice.






[image: ]   HEALTH AND SAFETY POLICY
	This is the statement of general policy and arrangements for: 
	Get Wise Enterprise CIC

	Jennifer Brookes - Director
	has overall and final responsibility for health and safety

	Jennifer Brookes / Director

	has day-to-day responsibility for ensuring this policy is put into practice 

	Statement of general policy

	Responsibility of: Name/Title
	Action/Arrangements (What are you going to do?)


	Prevent accidents and cases of work-related ill health (physical and mental) by managing the health and safety risks in the workplace
	Jennifer Brookes Director
Michelle Walker Director
Sally Kirkland Director

	Relevant risk assessments completed and actions arising out of those assessments implemented. (Risk assessments reviewed when working habits or conditions change.)

	Provide clear instructions and information, and adequate training, to ensure employees are competent to do their work 
	Jennifer Brookes Director
Michelle Walker Director
Sally Kirkland Director

	Staff and volunteers given necessary health and safety induction and provided with appropriate training (electrical safety). We will ensure that suitable arrangements are in place to cover employees engaged in work remotely from the main company site.

	Engage and consult with employees on day-to-day health and safety conditions
	Jennifer Brookes Director
Michelle Walker Director
Sally Kirkland Director

	Staff routinely consulted on health and safety matters as they arise but also formally consulted at regular health and safety performance review meetings or sooner if required.

	Implement emergency procedures – evacuation in case of fire or other significant incident. You can find help with your fire risk assessment at: https://www.gov.uk/workplace-fire-safety-your-responsibilities 
	Jennifer Brookes Director
Michelle Walker Director
Sally Kirkland Director

	Escape routes in various locations well signed and kept clear at all times. Evacuation plans are tested from time to time and updated as necessary.

 

	Maintain safe and healthy working conditions, provide and maintain plant, equipment and machinery, and ensure safe storage/use of substances
	Jennifer Brookes Director
Michelle Walker Director
Sally Kirkland Director

	Toilets, washing facilities and drinking water provided.                                                                         System in place for routine inspections and testing of equipment and machinery and for ensuring that action is promptly taken to address any defects. 


	Signed: Jennifer Brookes
	[image: ]
	Date:
	1st September 2023

	Health and safety law poster is displayed at (location)
	Reception

	First-aid box is located:
	Reception


	Accident book is located:
	Reception
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RECRUITMENT OF EX-OFFENDERS POLICY
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Introduction 
As an organisation assessing applicants’ suitability for positions which are included in the Rehabilitation of Offenders Act 1974 (Exceptions) Order using criminal record checks processed through the Disclosure and Barring Service (DBS), Get Wise complies fully with the code of practice (See references below) and undertakes to treat all applicants for positions fairly.

Get Wise will:
· not discriminate unfairly against any subject of a criminal record check on the basis of a conviction or other information revealed.
· only ask an individual to provide details of convictions and cautions that Get Wise are legally entitled to know about. Where a DBS certificate at either standard or enhanced level can legally be requested (where the position is one that is included in the Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 as amended, and where appropriate Police Act Regulations as amended).
· only ask an individual about convictions and cautions that are not protected.
· be committed to the fair treatment of its staff, potential staff or users of its services, regardless of race, gender, religion, sexual orientation, responsibilities for dependants, age, physical/mental disability or offending background.
· have a written policy on the recruitment of ex-offenders, which is made available to all DBS applicants at the start of the recruitment process.
· actively promotes equality of opportunity for all with the right mix of talent, skills and potential and welcome applications from a wide range of candidates, including those with criminal records.
· select all candidates for interview based on their skills, qualifications and experience.

Get Wise will ensure:
· an application for a criminal record check is only submitted to DBS after a thorough risk assessment has indicated that one is both proportionate and relevant to the position concerned. For those positions where a criminal record check is identified as necessary, all application forms, job adverts and recruitment briefs will contain a statement that an application for a DBS certificate will be submitted in the event of the individual being offered the position.
· that all those in Get Wise who are involved in the recruitment process have been suitably trained to identify and assess the relevance and circumstances of offences.
· that they have received appropriate guidance and training in the relevant legislation relating to the employment of ex-offenders, e.g. the Rehabilitation of Offenders Act 1974.
· that at interview, or in a separate discussion, an open and measured discussion takes place on the subject of any offences or other matter that might be relevant to the position. Failure to reveal information that is directly relevant to the position sought could lead to withdrawal of an offer of employment.
· that every subject of a criminal record check submitted to DBS aware of the existence of the code of practice and makes a copy available on request.
· a discussion on any matter revealed on a DBS certificate with the individual seeking the position before withdrawing a conditional offer of employment.

REFERENCES
Code of Practice:	https://www.gov.uk/government
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Prevent Policy 
At Get Wise, keeping our learners safe and protecting them from harm is paramount. The learner experience is our focus, and safeguarding initiatives are developed to impact positively upon this.
Get Wise ensure safeguarding legislation and guidance are adhered to and taken into account when developing and revisiting policies, procedures and associated arrangements. We also align with our responsibilities under the Governments Counter Terrorism Prevent Agenda. Health & Safety arrangements are also in place to ensure all teaching and assessment sites are a safe environment for our learners and staff.
Get Wise has policies and procedures in place to deal effectively with safeguarding issues together with recording and monitoring processes.
It is a condition of employment that all staff are trained to a level appropriate to their Safeguarding responsibilities.













Safeguarding Policy
The designated safeguarding Lead for Get Wise is Michelle Walker: shel.walk@ntlworld.com
Safeguarding is everyone’s responsibility and all staff who, during the course of their employment have direct or indirect contact with children and vulnerable adults, or who have access to information about them, have a responsibility to safeguard and promote the welfare of children and vulnerable adults. 
There is a duty on organisations to make appropriate arrangements to safeguard and promote the welfare of children and vulnerable adults. Also, government guidance makes it clear that it is a shared responsibility and depends upon effective joint working between agencies and professionals that have different roles and expertise. 
Get Wise makes a positive contribution to a strong and safe community and recognises the right of every individual to stay safe.
Get Wise comes into contact with children and / or vulnerable adults through the following activities: 
· Teaching, learning and assessment
· Social media support network
· Mentoring and volunteer support

This policy seeks to ensure that Get Wise undertakes its responsibilities with regard to protection of children and / or vulnerable adults and will respond to concerns appropriately. The policy establishes a framework to support paid and unpaid staff in their practices and clarifies the organisation’s expectations.
The principal pieces of legislation governing this policy are:
· Working together to safeguard Children 2010
· The Children Act 1989
· The Adoption and Children Act 2002: 
· The Children act 2004 
· Safeguarding Vulnerable Groups Act 2006
· Care Standards Act 2000
· Public Interest Disclosure Act 1998
· The Police Act – CRB 1997
· Mental Health Act 1983
· NHS and Community Care Act 1990
· Rehabilitation of Offenders Act 1974

Safeguarding is about embedding practices throughout the organisation to ensure the protection of children and / or vulnerable adults wherever possibl
e. In contrast, child and adult protection is about responding to circumstances that arise.

Safeguarding Children and Young People 
Definition 
A child is “anyone who has not yet reached their 18th birthday. ‘Children’ therefore means ‘children and young people’ throughout. The fact that a child has reached 16 years of age, is living independently or is in further education, is a member of the armed forces, is in hospital or in custody in the secure estate for children and young people, does not change his or her status or entitlement to services or protection under the Children Act 1989. (See Children’s Act 2004) 
What do we want to achieve? 
Get Wise aims to ensure that children achieve the five outcomes for Children that are identified in the Children Act 2004, which are:
• Be Healthy – physical and mental health and emotional well-being 
• Stay Safe – prevention and protection from harm and neglect 
• Enjoy and Achieve – education, training and recreation 
• Make a positive contribution to society 
• Achieve Economic and Social Well-being 

















Safeguarding Children, Young People and Vulnerable Adults Policy 
What does this mean? 
“Safeguarding and promoting the welfare of children” means:
• protecting children from maltreatment
• preventing impairment of their health or development
• ensuring that they grow up in circumstances consistent with the provision of safe and effective care
• enabling them to have optimum life chances and to enter adulthood successfully 
 
Legislative background 
Get Wise’s role in safeguarding and promoting the welfare of children is as defined in Chapter 3 of the statutory guidance to the Children Act 2004, ‘Working Together to Safeguard Children’, (DCSF 2010 See A below) 
Get Wise recognises that under the Children Act 2004, it has a statutory duty to make arrangements to ensure all its functions are discharged having regard to safeguarding and promoting the welfare of children we work with.7
Get Wise subscribes to the ‘Statutory Guidance on making arrangements to safeguard and promote the welfare of children under Section 11 of the Children Act 2004’ www.everychildmatters.co.uk in underpinning “work with individual children and their families” and the “monitoring and inspection of arrangements to safeguard and promote welfare”  















Safeguarding Vulnerable Adults 
Definition 
A vulnerable adult is a person “who is or may be in need of community care services by reason of mental or other disability, age or illness, and who is or may be unable to take care of him or herself, or unable to protect him or herself against significant harm or exploitation”.  (See "No Secrets" - Section 2.3. See B below) 
What do we want to achieve? 
Get Wise works to the following principles (as outlined in the Department of Health publication “No Secrets”). 
• Everyone has the right to live his or her life free from violence, fear and abuse.
• Everyone has the right to be protected from harm and exploitation.
• Everyone has the right to independence, which carries with it a degree of risk. 



















	
Safeguarding Children, Young People and Vulnerable Adults Policy 
Get Wise will ensure that all members of staff know or can easily find out what they need to do if they have a concern about the abuse of vulnerable adults. 
What does this mean? 
Staff will be able to recognise abuse. The main forms of abuse are divided into the following categories: 
• Physical abuse – including hitting, slapping, pushing, kicking, misuse of medication, restraint, inappropriate sanctions
• Sexual abuse – including rape, sexual assault, sexual acts to which a person has not consented, could not consent or was pressurised into consenting
• Psychological abuse – including emotional abuse, threats of harm or abandonment, deprivation of contact, humiliation, blaming, controlling, intimidation, coercion, harassment, verbal abuse, isolation, withdrawal from services or supportive networks
• Financial or material abuse – including theft, fraud, exploitation, pressure in connection with wills, property or inheritance or financial transactions, or the misuse or misappropriation of property, possessions or benefits
• Neglect and acts of omission – including ignoring medical or physical care needs, failure to provide access to appropriate health, social care or educational services, the withholding of the necessities of life such as medication, adequate nutrition, and heating
• Discriminatory abuse – including racist, sexist, that based on a person’s disability and other forms of harassment, slurs or similar treatment
• Institutional abuse, neglect and poor professional practice.  This may take the form of isolated incidents of poor or unsatisfactory professional practice at one end of the spectrum, through to pervasive ill treatment or gross misconduct at the other.   (No Secrets – DOH 2000, See B below) 
 
Staff will respond appropriately when they see or are concerned about abuse.   
· This means that staff will report and record their concerns about abuse:
https://nsab.nottinghamshire.gov.uk/procedures/ (See E below).
· Staff will have detailed guidance to support them to do this in the Thresholds and Pathways Guidance (See C below).
· Staff will also be able to get advice from colleagues about how to do this.
· Get Wise will work with partners from the Safeguarding Adults Board and the wider community to promote awareness of what abuse looks like and how to respond. 







Safe recruitment
Get Wise ensures safe recruitment through the following processes:  
· All staff (paid or unpaid) that will come into contact with children, young people or vulnerable adults will undertake a Disclosure Barring Check (DBS) as requested by Get Wise before any work is to commence.
Training
Get Wise commits resources for induction, training of staff (paid and unpaid), effective communications and support mechanisms in relation to Safeguarding.
All staff who, through their role, are in contact with children and /or vulnerable adults will have access to safeguarding training at an appropriate level. Sources and types of training will include: 
· http://www.scie.org.uk/publications/elearning/adultsafeguarding
Allegations
The process for raising and dealing with allegations is as outlined in Safeguarding Children and Adults: Managing Allegations and Concerns Policy 2018-2023 https://notts.icb.nhs.uk/wp-content/uploads/2021/05/QUAL-002-Safeguarding-Children-and-Adults-Managing-Allegations-Policy-v1.2.pdf. (See D below) and in Nottinghamshire: https://nottinghamshirescb.proceduresonline.com/p_alleg_against_staff.html
Get Wise recognises its legal duty to report any concerns about unsafe practice by any of its paid or unpaid staff to the Disclosure and Barring Service: https://www.gov.uk/guidance/making-barring-referrals-to-the-dbs














References

A.	Working Together to Safeguard Children – A guide to inter-agency working to safeguard and promote the 	welfare of children. Department for Children, Schools and Families 2010.
B.	No secrets: Guidance on developing and implementing multi-agency policies and procedures to protect vulnerable adults from abuse. Department of Health 2000.
C.	Nottinghamshire safeguarding Vulnerable Adults Thresholds and Pathways Guidance for Referrers. Nottinghamshire Safeguarding Adults Board 2013.
D.	Safeguarding Children and Adults: Managing Allegations and Concerns Policy 2018-2023 
And in Nottinghamshire: https://nottinghamshirescb.proceduresonline.com/p_alleg_against_staff.html
E.	Procedures to follow links: https://nsab.nottinghamshire.gov.uk/procedures/
Disclosure and barring Service: https://www.gov.uk/guidance/making-barring-referrals-to-the-dbs
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Overview
The policies exist to help our talented and committed staff and volunteers to offer the best possible service to our learners. By embracing these new policies together we can change more young lives for the better.
This document has been produced to summarise the key aspects which impact volunteers and is divided into the following:
· Working with our learners
· Health and Safety 
· General Policies 
The full policies are available on request and can be made available in alternative formats for those with accessibility requirements.
These policies are reviewed annually. If you have any questions relating to any of the following policies, please email getwisetoyour@outlook.com.



Working with our learners
	Safeguarding Children and Vulnerable Adults
	All volunteers working with learners should

· complete the appropriate safeguarding awareness training delivered during the two day volunteer induction training
· know their role and responsibilities
· be aware of Get Wise’s Safeguarding Children & Vulnerable Adults policy.
· use Get Wise’s procedure for reporting concerns
· Volunteers are not expected to be an expert in recognising the signs of abuse
· maintain professional boundaries

	Confidentiality
	
· anything that a learner chooses to share with a volunteer must be treated with the utmost respect 
· Volunteers are not allowed to ‘keep secrets’. 
· Volunteers have a duty to report all issues of a serious nature (including something which puts themselves /others at risk) to their Get Wise contact. Learners should be made aware of this
· volunteers must ensure that information recorded about a learner is factual and not based on hearsay, circumstance or opinion, and that evidence is given for any statements made; see Data Protection Policy 
· Learners have a right to request to see any information stored on them. This needs to be done following the procedure in the Data Protection Policy
· volunteers should be aware of the location in which they discuss personal or confidential information about a learner, ensuring that they cannot be overheard; see Personal Safety and Lone Working Policy 


	

1. Working with Offenders


2. Working with Learners with Mental Health Needs / Personality Disorders

	Get Wise will:

· endeavour to work with learners who have committed any offence, (including serious crimes) to support them into or towards education, training or employment unless the risks cannot be mitigated against through our procedures

· make all reasonable efforts to ensure that learners with mental health needs are able to participate in programmes


	Equality, Diversity and Inclusion
	· volunteers need to be aware of and abide by the Diversity/Inclusion Policy when engaging in Get Wise activities

Get Wise:
· will make reasonable adjustments to support learners to access our services and buildings
· will not tolerate any form of direct discrimination (including  discrimination by perception and/or association), indirect discrimination, harassment or victimisation of its clients on any grounds including in relation to the following protected characteristics: Age; Disability; Gender Reassignment; Race/Colour/Nationality/Ethnicity; Religion or Belief; Sex; Sexual Orientation; Marriage and Civil Partnership; Pregnancy and Maternity
· is committed to raising awareness and developing an inclusive, approachable culture




	Weapons
	
Weapons are not allowed on any Get Wise programme:

· volunteers must not put themselves in harm’s way
· volunteers cannot undertake searches, even if invited to do so
· volunteers must inform their Get Wise contact if they have any concerns or contact police in emergencies
· volunteers should know they have appropriate support and information in case of emergencies e.g. incident management plan  



	Drugs, Alcohol and psychoactive substances 
	Anyone involved in a Get Wise programme (including learners, staff and volunteers) must not be under the influence of drugs or alcohol. Individuals under medical supervision who are drug/alcohol dependent will be dealt with on a case by case basis.

· If a learner is under the influence during a one to one session with a volunteer, the session should be stopped
· Volunteers will receive training on how to deal with a situation where the learner is under the influence
· Volunteers should raise any concerns with their Get Wise contact
· Get Wise is under no obligation to directly involve the police but Volunteers are under obligation to inform their Get Wise contact 
· Volunteers must not obstruct the police in the process of their investigation, as this is a serious offence
· Volunteers will be informed of medical conditions/prescriptions on a need to know basis
· In some circumstances, volunteers and learners may meet at a location where alcohol is served. However, alcohol consumption is not permitted whilst undertaking Get Wise business
· Volunteers must not take possession of any illegal substance

	Sexual Health and Intimate Relationships
	It is not appropriate for volunteers to form sexual or inappropriate relationships with Get Wise learners

· Existing intimate relationships must be declared at the earliest possible opportunity. These relationships must be professional during Get Wise activities
· Volunteers should not provide sexual health advice
· If a crush is suspected; volunteers must inform their Get Wise contact and avoid one to one situations with the learner 
· Volunteers need to be mindful of issues our learners may face
· Volunteers should not discuss any issues relating to sexual health and intimate relationships with learners and should pass on any concerns to their Get Wise contact


	Working with Challenging Behaviour
	
· Individual risk assessments should be carried out for all learners who are deemed at risk of violent/aggressive behaviour 
· The decision to match a learner with a volunteer will be taken by Get Wise staff
· Volunteers should inform their Get Wise contact if they have any concerns once matched with the learner
· Volunteers should not become involved in a control and restraint situation unless directly under the instruction of a staff member and no alternative option is available at the time. Control and restraint situations should be avoided where ever possible
· In no circumstances should volunteers put themselves or others at risk of personal harm or serious injury
· All incidents must be reported


	Supporting Statements for Learners
	· Volunteers should not provide references for learners on behalf of Get Wise but may do so in an individual capacity if they wish 
· If volunteers wish to write a reference on behalf of a learner they should speak to their Get Wise contact beforehand 




Health and Safety
	Health and Safety for Volunteers
	
· Volunteers should be aware of and understand the health and safety risks associated with their role and should be provided with the appropriate information, instruction, supervision and training required to enable them to work safely whilst volunteering for Get Wise.
· Volunteers must take reasonable care of themselves and others by following the health and safety policy and procedures of Get Wise.
· Volunteers must report any health and safety concerns they have to their Get Wise contact


	Personal Safety and Lone Working
	
· Volunteers should be made aware of personal safety and lone working guidance including guidance on social media.
· Get Wise will not tolerate violence, aggression or abuse and will take all reasonable steps to ensure volunteers are safe.
· Volunteers must never undertake home visits – whether to the learner’s home or their own.
· All incidents, accidents and near misses must be reported to their Get Wise contact. These will be recorded and followed up appropriately.
· Any volunteer who has experienced violence or aggression in the course of their role will be offered appropriate aftercare.


	Smoke free
	· Smoking is not permitted in any enclosed or substantially enclosed Get Wise premises, or premises being used for Get Wise activities, including Get Wise vehicles
· volunteers must not purchase tobacco or tobacco related products for learners under 18,  
· Volunteers must not offer or accept cigarettes to or from learners under the age of 18.



General Policies
	Volunteer Policy
	

	Volunteer Expenses
	
· We are very grateful to the vast majority of volunteers for not only providing their time free, but also choosing to meet incidental expenses from within their own resources
· If volunteers wish to claim expenses they must seek prior approval from their Get Wise contact
· All volunteers must claim expenses via the Volunteer Expenses Claim Form.
· All claims should be made within three months of expenses being incurred.
· 


	Feedback
	
· Staff, volunteers, delivery partners or learners may register feedback either verbally, via a Feedback Leaflet (which is available upon request), by text, telephone, in writing, via evaluation systems or by visiting our website.
· If a complaint is registered, Get Wise will aim to resolve the issue informally. 
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ENVIRONMENTAL SUSTAINABILITY POLICY		
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Mission statement
Get Wise Enterprise CIC recognises that it has a responsibility to the environment beyond legal and regulatory requirements. We are committed to reducing our environmental impact and continually improving our environmental performance as an integral part of our business strategy and operating methods, with regular review points. We will encourage customers, suppliers and other stakeholders to do the same.
Responsibility
Jennifer Brookes, Director, is responsible for ensuring that the environmental policy is implemented. However, all employees have a responsibility in their area to ensure that the aims and objectives of the policy are met.
Policy aims
We endeavour to:
· Comply with and exceed all relevant regulatory requirements.
· Continually improve and monitor environmental performance.
· Continually improve and reduce environmental impacts.
· Incorporate environmental factors into business decisions.
· Increase employee awareness and training.
Paper
· We will minimise the use of paper in the office.
· We will reduce packaging as much as possible.
· We will seek to buy recycled and recyclable paper products.
· We will reuse and recycle all paper where possible.
Energy and water
· We will seek to reduce the amount of energy used as much as possible.
· Lights and electrical equipment will be switched off when not in use.
· Heating will be adjusted with energy consumption in mind.
· The energy consumption and efficiency of new products will be taken into account when purchasing.
Office supplies
· We will evaluate if the need can be met in another way.
· We will evaluate if renting/sharing is an option before purchasing equipment.
· We will evaluate the environmental impact of any new products we intend to purchase.
· We will favour more environmentally friendly and efficient products wherever possible.
· We will reuse and recycle everything we are able to.
Transportation
· We will reduce the need to travel, restricting to necessity trips only.
· We will promote the use of travel alternatives such as e-mail or video/phone conferencing.
· We will make additional efforts to accommodate the needs of those using public transport or bicycles.
· We will favour ‘green' vehicles and maintain them rigorously to ensure ongoing efficiency.
Maintenance and cleaning
· Cleaning materials used will be as environmentally friendly as possible.
· Materials used in office refurbishment will be as environmentally friendly as possible.
· We will only use licensed and appropriate organisations to dispose of waste.
Monitoring and improvement
· We will comply with and exceed all relevant regulatory requirements.
· We will continually improve and monitor environmental performance.
· We will continually improve and reduce environmental impacts.
· We will incorporate environmental factors into business decisions.
· We will increase employee awareness through training.
· We will review this policy and any related business issues at our monthly management meetings.
Culture
· We will involve staff in the implementation of this policy, for greater commitment and improved performance.
· We will update this policy at least once annually in consultation with staff and other stakeholders where necessary.
· We will provide staff with relevant environmental training.
· We will work with suppliers, contractors and sub-contractors to improve their environmental performance.
· We will use local labour and materials where available to reduce CO2 and help the community.
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IT POLICY

Last updated: Sept 28th 2023
Review date: January 2024
Responsible Person: Jennifer Brookes (Director)

For Cyber Essential Guidance, please refer to https://www.ncsc.gov.uk/files/Cyber-Essentials-Requirements-for-Infrastructure-v3-1-January-2023.pdf

End User Devices:
· 1 x Desktop computer iMac running Ventura 13.6 
· 1 x MacBook Pro running Sonoma 14
· 1 x MacBook Air running Sonoma 14
· 1 x iPad 10th Gen running IOS17
· 1 x iPad Pro 1st Gen running IOS17

Networks and Equipment:
· Home workers using broadband connectivity only - UK
· Home network 1 - Jennifer Brookes home address Newark - using Vodafone broadband connectivity only for administrative use and installing software
· Home network 2 - Michelle Walker home address Nottingham - using Virgin broadband connectivity only administrative use and installing software
· Broadband connection is via Vodafone wifi hub THG 3000 and Virgin Media Router Hub 3.0 VMDG505/TG2492LG-VM

Cloud Services:
· iCloud
· Gmail
· Google Cloud Platform
· Outlook, Microsoft 365 - all documents are stored locally on our Macs / laptop / iPads not using the cloud feature (OneDrive). 
· WeTransfer for transferring video and audio files.

Firewalls

· In place between your office network and the internet.
· In place for home-based workers.
· Desktop and laptop operating systems come with a software firewall pre- installed and turned on.
· The default password must be changed on all routers and firewalls, including those that come with a unique password pre-configured (i.e. BT Business Hub, Draytek Vigor 2865ac).
· When relying on software firewalls included as part of the operating system of your end user devices, the password to access the device will need to be changed.

Firewall Password Change Process:

· Log out of router then log back in using the new password; Users log onto home broadband router via the admin portal using an internet browse. Users locate the administration security section. Users amend the admin password to a new, unique and complex password. Users then log out and test the new credentials to login to the broadband router.

Firewall Password:

· Configuration: Multi-factor authentication, with a minimum password length of 8 characters and no maximum length
· Issue: When relying on software firewalls included as part of the operating system of your end user devices, the password to access the device will need to be changed.
· Service block: By default, firewalls block all services from inside the network from being accessed from the internet

Software Firewalls:

· Must be configured and enabled at all times, even when sitting behind a physical/virtual boundary firewall in an office location.
· Check this setting on Macs in the Security & Privacy section of System Preferences






Secure Configuration

Removed Unused Software

· Must remove or disable all applications, system utilities and network services that are not needed in day-to-day use.
· Check cloud services and disable any services that are not required for day-to-day use. To view installed applications: macOS open Finder -> Applications
· Remove installed software that is no longer used via the appropriate method for that software; running the application uninstaller or choosing the uninstall option within the programme or if it is a single executable file then placing in the Trash and deleting.

Get Wise uses a 100% Apple ecosystem across our desktops, tablets and laptop. To date we have been using the standard Apple build and the only extra applications needed such as MS 365 which are installed and our new IT Policy states that we must install new updates within 14 days of release. The only service we use is iCloud Drive so that we can download PDFs and other files to mobile devices.


Removed Unrequired User Accounts

· Must remove or disable any user accounts that are not needed in day-to-day use on all devices and cloud services. You can view your user accounts: macOS in System Preferences -> Users & Groups



Device Locking
Device locking mechanisms such as biometric, password or PIN, are enabled to prevent unauthorised access to devices accessing organisational data or services. We use Apple products which use passcodes in iOS and iPadOS and passwords in macOS.
To further discourage brut-force attacks, Apple enforces time delays (for iOS and iPadOS) and a limited number of password attempts (for Mac). In iPadOS, when setting up a device passcode or password, the user automatically enables Data Protection.

· iPads must use Touch ID and a 6 character PIN.
· Laptops and iMac must use 12 character unique and complex passwords
· Passwords must be updated quarterly.
· Two-factor authentication has been enabled for Apple ID.

Security Update Management

Current Operating Systems:

· Ventura 13.6 -iMac
· Sonoma 14 -MacBook and MacBook Pro
· MacBook Air running Sonoma 14
· IOS17 – iPad 10th Gen and iPad Pro 1st Gen
· Ensure that all software is always up to date with the latest security updates.
· Mobile phones and tablets must also use an operating system that is still supported by the manufacturer.
· All software must be supported by a supplier who provides regular security updates.
· Unsupported software must be removed from devices. 


Internet Browsers:

· iPads - iPadOS17.
· iMac - Safari 16.6
· MacBooks - Safari 17
· All desktops and PCs are set to automatically update.
· All devices must run the latest versions of operating system, browser and applications.


Malware Protection:

· AVG Antivirus installed on both Macs and the MacBook Pro.
· Application allow listing software on devices


Office Applications:

· MS Office 365 Family licensed from May 2023

All software must be licensed.
Free and open source software must comply with any licensing requirements.


Security Updates - Operating System:

· All high and critical security updates must be installed within 14 days in all circumstances. 
· Auto updates must be enabled on all devices where possible.
Unsupported Software Removal:

· Remove older software from devices when it is no longer supported by the manufacturer. Such software might include older versions of web browsers, operating systems, frameworks such as Java and Flash, and all application software.


Unsupported Software Segregation:

· Software that is not removed from devices when it becomes un-supported is to be placed onto its own sub-set with no internet access. A sub-set is defined as a part of the organisation whose network is segregated from the rest of the organisation by a firewall or VLAN.



User Access Control

· Ensure that user accounts (such as logins to laptops and accounts on servers) are only provided after they have been approved by a person with a leadership role in the business – Jennifer Brookes
· Accounts must NOT be shared
· In the instance an individual leaves the organisation, we must stop them accessing any of our systems by: instigating a password change policy for shared accounts such as email and Instagram, MS 365 subscription.. these would be unshared and all IT equipment would be recovered.
· In the instance a staff member changes job role, we will change their permissions to only access the files, folders and applications that they need to do their day to day work.
· Get Wise laptops and desktop computer have an administrator account and a user account with separate logins and unique and complex passwords
· Only one director, Jennifer Brookes, to have access to the administrator accounts.
· Only one director (the administrator / Jennifer Brookes) to have the privilege to use the recovery function for passwords, etc and access to sensitive company documents.
· For any employee leaving the business, we will instigate a password change to the share accounts and retrieve the IT equipment / device.




Administrative Accounts

User accounts with special access privileges (e.g. administrative accounts) typically have the greatest level of access to information, applications and computers. When these privileged accounts are accessed by attackers they can cause the most amount of damage because they can usually perform actions such as install malicious software and make changes. Special access includes privileges over and above those of normal users.

It is not acceptable to work on a day-to-day basis in a privileged "administrator".

Formal Process for Administrator Approval:

· Only one director is the administrator (Jennifer Brookes)
· Multi-Party Approval must take place to enable administrator level access to another member of the team: All three directors must agree; to be granted approval to access devices at the administrator level, the current administrator / director and the remaining two directors will agree that it is necessary and then the current administrator will grant access by sharing the login details in person.
· On completion of the required administrator level tasks, the original administrator will instigate a password change so that they are the sole administrator once more. 


Use of Administrator Accounts:

· Must use a separate administrator account from the standard user account, when carrying out administrative tasks such as installing software.
· Cloud service administration must be carried out through separate accounts.

The administrator has ensured that our desktop computer and both laptops have separate admin and user accounts set up with different unique and complex passwords with the admin accounts accessed only by the administrator. This includes cloud service administration which is limited to MS 365, Gmail, Outlook and iCloud.

The iPads do not enable separate user accounts but have separate Apple IDs and do not have 365 installed.

The administrator must only use the admin accounts when installing software and use the separate user account for all other business tasks.



Managing Administrator Account Usage:

· Administrator accounts are prohibited to use applications that access the Internet, such as web browsers, or with potential Internet sources, such as email.
· Administrator accounts are for downloading software or making configuration changes ONLY.
· Software and update downloads are performed as a standard user and then installed as an administrator. 
· Day to day tasks are carried out using accounts with standard privileges (not administrator).
· Only one director at a time is to have administrator account access and privileges
· In the instance that admin access is granted to another user at any time, this must be noted, the date and duration and reason on the policy document for that year below:





· List of people with administrator access to be reviewed regularly.
· Any users who no longer need administrative access to carry out their role will have it removed.
· In the instance there is a necessity to grant administrator access to another member at any time during the year, another imminent meeting must be scheduled to review access.
· Access reviews are to be recorded below:






Password-based Authentication

All accounts require the user to authenticate. Where this is done using a password the following protections should be used:

· Passwords are protected against brute-force password guessing - We use two-factor authentication on all devices and ensure passwords are complex, of at least 12 characters.
· Technical controls are used to manage the quality of passwords – Two Factor Authentication
· Staff MUST have a minimum 12 character password that contains a combination of capitals, lower case letters, special characters and numbers  – Annual Training
· There is an established process to change passwords promptly if the applicant knows or suspects the password or account has been compromised – Get Wise process would be to immediately change passwords on all devices and inform each other (3 of us) to do the same
· MFA must be enabled where possible for all users
· Where a cloud service does not have its own MFA solution but can be configured to link to another cloud service to provide MFA, the link will need to be configured. 
· Multi-factor authentication is enabled for all users as part of security default settings on recent MS 365 subscriptions.
· Non administrators login to MS 365 with their own Microsoft IDs that have been added to the shared subscription.
Malware Protection
Malware (such as computer viruses) is generally used to steal or damage information. Malware is often used in conjunction with other kinds of attack such as ‘phishing’ (obtaining information by confidence trickery) and social network sites (which can be mined for information useful to a hacker) to provide a focussed attack on an organisation. Anti-malware solutions (including anti-virus) are available from commercial suppliers, some free, but usually as complete software and support packages. Malware is continually evolving, so it is important that the supplier includes detection facilities which are updated as frequently as possible. Anti-malware products can also help confirm whether websites you visit are malicious.
Anti-malware software must be installed and:

· Limit installation of applications by 'application allow listing' from an approved app store.
· Be set to update in line with the vendor's guidelines and prevent malware from running on detection.
· Must be configured to prevent access to known malicious websites. 


Unsigned Applications:

· Users are prohibted from installing unsigned applications.
· Ensure that users only install applications that have been approved by Get Wise.
· Only the administrator can install applications onto the desktop computer and laptops
· Applications to be reviewed annually

Approved Applications List:

MS 365 Family – Word, Excel, 
Garageband
iMovie
Photos
iTunes
Mail
Safari
Maps



Training

Training must take place annually and include:


· Security at home
· Working remotely
· Threat intelligence
· Social engineering
· Passphrases management
· Phishing awareness
· Malware
· Mobile device security
· Cloud security
· Data protection
· Administrator access review
· Password training 
· Raising awareness of the risks of not implementing and following good security practice.
· Applications review


Document links for training:

https://www.ncsc.gov.uk/training/v4/Top+tips/Web+package/content/index.html#/lessons/58cCiAgcV3J7OXJjI_mGoCA69g8Zw9Dw 

https://www.ncsc.gov.uk/blog-post/three-random-words-or-thinkrandom-0

https://www.ncsc.gov.uk/collection/secure-system-administration/use-privileged-access-management

https://www.ncsc.gov.uk/files/Charity-Guide-v3.pdf
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Privacy Notice 2024
Introduction
You need to be aware of this Information Sheet if you are enrolling on an Adult Community Learning Course.

What is a Privacy Notice?
A Privacy Notice is a statement issued by an organisation which explains how personal and confidential data about individuals is collected, used and shared.
Who is collecting and using your personal data?
Get Wise Enterprise CIC are contracted by The Futures Group and Aim Qualifications and Assessment Group  to collect and administer your personal data for the purpose of delivering courses and monitoring the service we provide.
Get Wise Enterprise CIC will act as a “Data Processor” for any personal data that you provide to us.  We will ensure that the data given to us is processed in line with our Data Protection Act 2018 (DPA 18) and the EU General Data Protection Regulations. (GDPR).
 
Your personal data – what is it?
Personal data relates to a living individual who can be identified from that data. Identification can be by the information alone or in conjunction with any other information in the data controller’s possession or likely to come into such possession. The processing of data is governed by the General Data Protection Regulation 2016/679 (the “GDPR”).
What personal data do we collect?
We collect only the information required by the ESFA:
· Your name, date of birth and gender
· Your contact details: address, telephone number and email
· An emergency contact name (this is recorded on your enrol form but not stored or passed anywhere else)
· Equality information: ethnicity, disability or support need
· Your immigration status
· Your current level of education and any prior qualifications
· Your employment and benefit status, this includes current salary if in work
· The type of evidence of identity supplied

How do we process your personal data?
Get Wise Enterprise CIC complies with its obligations under the GDPR by keeping personal data up to date; by storing and destroying it securely; by not collecting or retaining excessive amounts of data; by protecting personal data from loss, misuse, unauthorised access and disclosure and by ensuring that appropriate technical measures are in place to protect personal data.
Why do we need your personal information?
We need your personal information as we are contractually obliged to the ESFA to provide adult learning courses that meet the needs of eligible participants.
How the law allows us to use your information?
We are required by the ESFA (an executive agency of the Department for Education) who fund our courses, to collect this information to enable the DfE to exercise its functions and to meet its statutory responsibilities, including under the Apprenticeships, Skills, Children and Learning Act 2009.

Who do we share your information with?
We share your information with:
· The Futures Group
· Aim Qualifications and Assessment Group
· National Offender Management Service

How do we protect your information?
We will do what we can to make sure we hold records about you (on paper in a secure way, and we will only make them available to those who have a right to see them.

How long do we keep your personal information?
We are contractually obliged to securely store your records until 2027.

What you can do with your information?
The law gives you a number of rights to control what personal information is used by us and how it is used by us.
You can ask for access to the information we hold on you. We would normally expect to share what we record about you with you whenever we assess your needs or provide you with services.
However, you also have the right to ask for a copy of all the information we have about you and the services you receive from us. When we receive a request from you in writing, we must give you access to everything we have recorded about you, however, we cannot let you see any parts of your records that contain: 
· confidential information about other people
· data a professional thinks will cause serious harm to you or someone else’s physical or mental wellbeing; or
· information that we think may stop us from preventing or detecting a crime.
This applies to personal information that is in both paper and electronic records. If you ask us, we will also let others see your record (except if one of the points above applies).
If you cannot ask for your records in writing, we will make sure there are other ways that you can.
If you have any queries about access to your information contact getwisetoyour@outlook.com
 
Your right to complain
In the event that you wish to complain about the way that your personal data has been handled by Get Wise, you should write to the Data Protection Officer and clearly outline your case. Your complaint will then be investigated in accordance with our customer complaint procedure.
If you remain dissatisfied with the way your personal data has been handled, you have the right to complain to the Information Commissioner’s Office at www.ICO.org.uk. You may refer the matter to the Information Commissioner’s Office whose contact details are below:
Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Email: casework@ico.org.uk
This website also contains information on data protection and your rights and remedies.
 
What if you do not provide personal data?
We are contractually obliged to collect your personal data to ensure you are eligible to participate in Adult Community Learning Courses and to assist in matching you with the course most suitable for you. We are unable to enrol you onto an  Adult Learning Courses if you do not provide personal data.
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